
To:       UF Community 

From:   Elias G. Eldayrie, Vice President & Chief Information Officer 

Date:   April 11, 2014 

Re:       Heartbleed Bug 

 

UF Community: 
By now you’ve probably heard about the “Heartbleed Bug,” a serious flaw in a tool used to secure the 

Internet. The tool, called OpenSSL, is used in online activities including social media, shopping, banking, 

and bill-paying.  Because of the flaw identified in OpenSSL, the Heartbleed Bug allows an attacker to 

steal information such as usernames, passwords, and other information you enter on compromised 

websites.   

 

Much of the Internet relies on OpenSSL—so far, more than 500,000 servers worldwide have been 

affected by the Heartbleed Bug.  Some personal computers and mobile devices have also been impacted. 

Until the bulk of affected computers are fixed or “patched,” any website is vulnerable. 

 

How is UF responding? 

Since the OpenSSL flaw was made public, UF’s Information Security Office, along with the 

administrators of affected systems across campus, has been continuously scanning university websites to 

identify those susceptible to the bug.   

 

Be assured that the UF Wi-Fi network and the campus-wide systems including myUFL, ISIS, e-Learning, 

Webmail, and the Shibboleth authentication log-in system are not impacted by the Heartbleed Bug.    

 

What about my UF passwords and system access? 

UF Information Technology (UFIT) staff has been fielding questions about the Heartbleed Bug.  Among 

the most popular questions are those related to whether UF-based passwords should be changed.       

 

If you use your GatorLink password for multiple services (e.g., Google, Facebook, Instagram, Twitter), 

then it probably is safest to change it, to prevent a password compromised on one service from being used 

on another.   Anyone that suspects their GatorLink password has been compromised should contact the 

UF Computing Helpdesk (352-392-4357/HELP, helpdesk@ufl.edu, 132 Hub).  

 

Be alert to "phishing" attempts that take advantage of Heartbleed. It is very likely that you will receive 

email pretending to be from major websites warning you to change your password, and provide a fake 

link to do so—which instead will steal your password! If you want to change your password, do not click 

on a link in an email, but instead enter the website URL directly into your Internet browser. 

 

Since the Heartbleed Bug was identified, UFIT has been working around the clock to reduce the risk. On 

April 10, the Chief Information Security Officer emailed the campus IT community about UF’s response 

to Heartbleed.  The full text of the message is available here:   https://security.ufl.edu/2014/04/3294/.  

 

The security of the University of Florida networks and systems is a top priority.  Our staff takes the 

obligation very seriously, and feels privileged to have this responsibility.  We will continue to offer 

updates about the Heartbleed Bug’s impact at UF on https://security.ufl.edu/.  In the meantime, if you 

have questions please do not hesitate to email me (cio@ufl.edu). 
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